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Abstract
Retrieval-Augmented Generation (RAG)
grounds large language models (LLMs) in
external knowledge, yet current practice re-
mains fragmented across system architectures,
evaluation protocols, and deployment settings.
This paper presents a unified, practice-oriented
analysis of RAG pipelines that connects
design choices in preprocessing, retrieval,
and generation to downstream faithfulness
and efficiency. We further position RAG
relative to fine-tuning, clarifying when external
retrieval or internal adaptation is most effective
for knowledge-intensive tasks. Drawing on
deployments in healthcare, finance, legal, and
enterprise systems, we identify persistent
challenges, such as retrieval drift, latency–cost
trade-offs, and privacy, and discuss emerging
future directions including multi-agent RAG
and tool-integrated retrieval. Our goal is to
provide a coherent framework for building reli-
able, transparent, and continuously updatable
knowledge-aware systems.

1 Introduction

Large language models (LLMs) have achieved
strong performance across NLP tasks, but their
knowledge remains static and opaque: they cannot
incorporate newly emerging facts or organization-
specific information without retraining, and they
may generate confident yet unsupported statements
when relevant context is missing (Ji et al., 2023).
These limitations hinder deployment in domains
where information changes rapidly and provenance
is essential.

Retrieval-Augmented Generation (RAG) miti-
gates these issues by conditioning generation on
evidence retrieved from an external, updatable
knowledge base (Lewis et al., 2020). By decou-
pling knowledge storage from parametric reason-
ing, RAG improves factuality, transparency, and
adaptability. Despite its rapid adoption, practical
development of RAG systems remains fragmented:

design choices in preprocessing, chunking, em-
bedding, retrieval, reranking, and prompting vary
widely across implementations, and evaluation pro-
tocols provide inconsistent signals about faithful-
ness, relevance, and efficiency. Real-world reports
further highlight persistent challenges such as re-
trieval drift, latency–cost trade-offs, and privacy
concerns.

These gaps motivate the need for a unified,
practice-oriented perspective on RAG system de-
sign and evaluation. In this paper, we structure the
analysis around three key dimensions:

(i) Architecture and design: a systematic
overview of preprocessing, retrieval, and gen-
eration components in RAG system

(ii) Evaluation and optimization: an integrated
view of retrieval quality, grounding faithful-
ness, and end-to-end system efficiency, to-
gether with the optimization levers these met-
rics suggest.

(iii) Applications and lessons: a synthesis of de-
ployed systems across conversational assis-
tants, healthcare, finance, legal, and enterprise
settings, including common failure modes and
emerging multi-agent workflows.

Overall, our analysis clarifies how RAG trans-
forms static LLMs into verifiable and continuously
updatable knowledge-aware systems, and surfaces
open challenges that must be addressed for reliable
deployment at scale.

2 Background and Motivation

LLMs encode world knowledge in their model pa-
rameters, enabling strong generalization but impos-
ing fundamental limitations: their internal “mem-
ory” is static, costly to update, and incapable
of integrating post-training information. Conse-
quently, pretrained LLMs struggle to incorporate



organization-specific content, dynamic regulations,
or temporally sensitive facts without retraining, a
process that is computationally expensive and op-
erationally inflexible, thereby limiting practical de-
ployment.

RAG mitigates these limitations by complement-
ing parametric memory with non-parametric ac-
cess to external knowledge sources. At inference
time, the model retrieves relevant documents from
a continuously updatable index, rather than relying
solely on its fixed internal representations (Lewis
et al., 2020). This retrieval step grounds generation
in verifiable evidence, improving factual consis-
tency and reducing hallucinations (Ji et al., 2023).
Crucially, because the knowledge base is external-
ized, system behavior can be updated by modify-
ing the indexed corpus or embeddings—without
retraining the underlying language model.

RAG has demonstrated strong performance in
domain-specific settings, where accuracy, regula-
tory compliance, and source traceability are critical
(Sharma et al., 2024). However, practical deploy-
ments highlight that RAG systems involve a range
of design decisions—such as how to split docu-
ments into chunks, which embedding models to
use, how many results to retrieve, how to re-rank
them, and how to construct prompts. Each of these
choices can significantly affect the factual reliabil-
ity and efficiency of the system.

These observations suggest that RAG is not
only a conceptual approach for accessing external
knowledge, but also a practical system architecture
that requires thoughtful design and systematic eval-
uation. This motivates our practice-oriented analy-
sis of architectural trade-offs, evaluation strategies,
and emerging challenges.

3 RAG Architecture

3.1 Preprocessing (Offline)

In the preprocessing phase, source documents are
segmented into smaller, semantically coherent units
to enable fine-grained retrieval. Each chunk is en-
coded using a pretrained embedding model, pro-
ducing dense vector representations that preserve
semantic similarity. These embeddings are indexed
in a vector database (e.g., FAISS, Pinecone, Weavi-
ate), which supports efficient approximate nearest
neighbor search using similarity metrics such as
cosine distance or inner product. Metadata such
as document identifiers, chunk indices, and source
information is typically stored alongside the em-

beddings to facilitate traceability and post-retrieval
filtering.

3.2 Retriever
The retriever component is responsible for identi-
fying semantically relevant document chunks from
the vector index in response to a user query. At
inference time, the query is encoded into a dense
vector using the same embedding model used dur-
ing preprocessing, ensuring alignment between the
query and stored representations. The system then
computes similarity scores between the query vec-
tor and all stored embeddings, and selects the top-k
chunks with the highest scores as candidate con-
texts. These retrieved chunks may be further fil-
tered or re-ranked based on additional criteria such
as relevance heuristics or source reliability, prior to
being passed to the generator.

3.3 Generator (LLM)
In the final stage, the system constructs a prompt
by concatenating the retrieved context with the user
query. This prompt is then passed to a pretrained
large language model (e.g., GPT-4, LLaMA) to
produce a contextually grounded response. By
conditioning generation on retrieved content, the
model is able to incorporate factual information
that lies outside its training distribution, thereby
improving the accuracy and trustworthiness of its
outputs while mitigating hallucinations.

Figure 1: RAG workflow. Raw documents are first chun-
ked and converted into dense vector embeddings, which are
stored in a vector database. At inference time, a user query
is embedded using the same model and used to retrieve the
most relevant chunks based on semantic similarity. These re-
trieved chunks are combined with the query to form a prompt,
which is then processed by a large language model (LLM) to
generate a grounded, context-aware answer.
Image source: Daily Dose of Data Science

4 RAG System Evaluation Metrics

Evaluating RAG systems requires a multi-
dimensional perspective, as system behavior is
shaped not only by the quality of generation but
also by the effectiveness of retrieval and the effi-
ciency of the overall serving pipeline (Yu et al.,
2025). In this work, we evaluate RAG systems



along three key dimensions: retrieval quality, gen-
eration quality, and end-to-end system efficiency.

4.1 Retrieval Quality

Evaluating retrieval quality involves assessing
whether the system retrieves the most relevant
information needed to generate an accurate and
grounded response. Commonly used metrics in-
clude Recall@k, Precision@k, Mean Reciprocal
Rank (MRR), and Normalized Discounted Cumula-
tive Gain (nDCG) (Xiong et al., 2020), which cap-
ture both how much relevant content is retrieved
and how well it is ranked. High recall is espe-
cially important, as missing key evidence at this
stage limits the generator’s ability to produce faith-
ful answers. To better understand how retrieved
content contributes to generation, recent work has
proposed metrics such as the Context Utilization
Rate (Hagström et al., 2025), which measures the
proportion of retrieved text actually used in the final
response. This provides a more detailed view of the
interaction between the retriever and the generator.

4.2 Generation Quality

The generation stage is typically evaluated based
on three key aspects: fluency, semantic fidelity,
and factual faithfulness. Traditional reference-
based metrics such as BLEU (Papineni et al., 2002),
ROUGE-L (Lin, 2004), and BERTScore (Zhang
et al., 2020) assess lexical or embedding-level sim-
ilarity to reference outputs. However, these metrics
are limited in their ability to detect hallucinations
or unsupported factual claims. To address this gap,
recent work has introduced faithfulness-centered
evaluation methods, including QAFactEval (Fab-
bri et al., 2022), FactScore (Min et al., 2023), and
LLM-as-a-Judge frameworks (Zheng et al., 2023).
These approaches compare generated content di-
rectly against retrieved evidence, yielding inter-
pretable scores for factual precision and halluci-
nation rate. Such metrics are especially critical in
knowledge-intensive domains, where factual accu-
racy is prioritized over surface-level similarity.

4.3 End-to-End Deployment Quality

Model and human based holistic evaluations, such
as those using LLM as a Judge scoring, integrate
multiple dimensions including relevance, coher-
ence, and faithfulness into a unified quality score.
These evaluations provide a comprehensive under-
standing of RAG system behavior that isolated met-
rics often fail to capture.

Beyond accuracy, real-world RAG deployment
also depends on system level efficiency. End to
end latency, throughput, and GPU cost per query
are widely used to assess computational overhead
and scalability (Kim and Mahajan, 2025). The
ratio between retrieval and generation time reflects
the balance of pipeline components, while GPU
utilization and energy consumption quantify cost
efficiency.

These metrics are inherently interdependent. Im-
proving Recall@k generally increases faithfulness
but may lead to higher latency, while aggressive
token pruning can reduce cost but risks omitting
essential evidence. As a result, evaluation metrics
not only measure performance but also implicitly
define the trade offs and optimization goals of a
RAG system. A well designed evaluation frame-
work is essential for guiding effective optimization
strategies.

4.4 Optimization in RAG System
Guided by metric feedback, RAG optimization
aims to jointly maximize faithfulness and efficiency.
Recent literature has converged on four comple-
mentary directions that target different stages of
the RAG pipeline.

First, self-knowledge triggering focuses on when
to invoke retrieval. Confidence estimators deter-
mine whether external augmentation is necessary
based on model uncertainty. By avoiding retrieval
in high-confidence scenarios, systems reduce la-
tency and GPU cost, while selectively retrieving
under uncertainty enhances answer accuracy and
faithfulness (Zubkova et al., 2025).

Second, optimization explores where to augment
within the model architecture. Knowledge can be
integrated at different stages: input-level augmen-
tation improves factual grounding by enriching the
prompt with relevant evidence (Ram et al., 2023);
intermediate-level approaches, such as Retro, en-
hance contextual reasoning by inserting informa-
tion into hidden states (Borgeaud et al., 2022); and
output-level methods like post-verification help en-
sure answer consistency and factual accuracy (Dhu-
liawala et al., 2024).

Third, multi-hop and iterative augmentation aim
to improve Recall@k and reasoning completeness
for complex queries (Trivedi et al., 2020). These ap-
proaches expand the retrieval horizon by chaining
multiple queries or steps, but introduce additional
latency. Thus, optimization must carefully balance
completeness against computational cost.



Finally, cost-efficiency techniques address the
growing demand for scalable deployment. Meth-
ods such as token pruning (Ratner et al., 2023),
context compression (Verma, 2024), and KV-cache
reuse (Yang et al., 2025) have been proposed to
reduce memory and compute requirements without
degrading output quality. These improvements di-
rectly enhance throughput and energy efficiency,
contributing to more sustainable and scalable RAG
systems.

Metrics define the quantitative compass of sys-
tem behavior, while optimization strategies trans-
late those signals into algorithmic improvements.
Through this iterative cycle, modern RAG research
advances toward systems that are not only more
faithful and accurate but also computationally effi-
cient and adaptive.

5 Real-World Applications

RAG has evolved from a research concept into
a foundational paradigm underpinning many de-
ployed systems. By integrating the reasoning ca-
pacity of large language models (LLMs) with dy-
namic, verifiable retrieval, RAG enables generation
over live, domain-specific, and evidence-grounded
information. This section surveys representative
use cases across conversational assistants, health-
care, enterprise analytics, and emerging multi-
agent decision-support environments.

5.1 Conversational and Search Assistants

RAG forms the backbone of several modern con-
versational systems, including web-scale assistants
such as Bing Copilot and Perplexity. These agents
pair dense retrieval with generative reasoning to ac-
cess continuously updated knowledge while main-
taining coherent dialogue. Unlike static LLMs,
RAG-based assistants deliver referenceable and
citation-supported responses in real time (Lewis
et al., 2020; Gao et al., 2023). Beyond open-
domain chat, similar architectures have been ap-
plied to customer-support automation, internal
knowledge-base querying, and educational tutor-
ing, settings where content evolves quickly and
factual reliability is critical.

5.2 Healthcare and Biomedical Applications

In clinical and biomedical domains, RAG sup-
ports factual grounding and interpretability, two
properties essential for responsible AI adoption.
Recent work demonstrates that RAG pipelines

can generate patient-specific summaries, assist
in trial-report drafting, and deliver decision sup-
port anchored in medical literature. For exam-
ple, a dementia-care RAG system combined with
parameter-efficient fine-tuning (LoRA/QLoRA)
produced context-aware guidance for caregivers
while markedly reducing hallucinations (Al-Qudah
et al., 2025b). Similarly, systems integrating
electronic health records and PubMed retrieval
achieved verifiable clinical-trial analyses and re-
duced report-writing time by over 70% (Al-Qudah
et al., 2025a; Wang et al., 2024). These results high-
light RAG’s capacity to combine retrieval ground-
ing with lightweight adaptation for accurate, cost-
effective, and explainable medical NLP.

5.3 Domain-Specific and Enterprise Systems
RAG has also gained traction in enterprise contexts
demanding factual precision and regulatory compli-
ance. In finance, domain-adapted pipelines, such
as those modeled on FinanceBench, retrieve reg-
ulatory filings, earnings reports, and market data
to produce numerically consistent analyses. Legal
and scientific assistants employ similar retrieval-
generation hybrids to synthesize case law and re-
search findings with transparent citation and at-
tribution (Sharma et al., 2024; Patel et al., 2024).
Within organizations, RAG facilitates secure query-
ing of proprietary documents without retraining,
supporting compliance audits, policy updates, and
technical troubleshooting based on continuously
refreshed internal knowledge.

5.4 Multi-Agent Decision-Support Systems
Recent advances extend RAG toward multi-agent
frameworks where specialized agents, retrievers,
planners, synthesizers, and verifiers, collaborate
to iteratively refine both evidence and reasoning.
Deployments such as university-admissions coun-
seling systems demonstrate that decomposing roles
across agents can reduce hallucination by over 90%
and lower response latency while preserving inter-
pretability (Nguyen-Duc et al., 2025). This transi-
tion from monolithic retrieval–generation pipelines
to modular, cooperative reasoning architectures
marks a step toward scalable and auditable knowl-
edge reasoning in complex decision-support envi-
ronments.

6 RAG vs. Fine-Tuning

While both RAG and fine-tuning extend large lan-
guage models (LLMs) with domain-specific knowl-



Aspect RAG Fine-Tuning

Mechanism Retrieve external
knowledge

Update model
weights

Knowledge
Type

Non-parametric
(outside model)

Parametric (inside
model)

Update Cycle Real-time refresh of
index

Requires retraining

Transparency Provides citations /
evidence

Opaque, black-box
memory

Cost &
Scalability

Low; easily updated High;
resource-intensive

Table 1: RAG vs. Fine-Tuning — Two Paths to Model
Adaptation

edge, they differ fundamentally in how information
is incorporated, updated, and validated. Recent
empirical comparisons across industrial and aca-
demic settings clarify their complementary roles
and trade-offs (Lewis et al., 2020; Gao et al., 2023;
Han et al., 2023; Kumar et al., 2024b).

6.1 Knowledge Integration Mechanism

Fine-tuning embeds new information directly into
a model’s parameters, enabling implicit recall of
linguistic and factual patterns. However, this para-
metric memory is static, once training is complete,
the model cannot reflect newly emerging data with-
out further fine-tuning. RAG instead employs a
non-parametric memory through external retrieval:
rather than encoding facts in weights, it dynami-
cally conditions generation on documents drawn
from an updatable index (Lewis et al., 2020). Em-
pirical evidence supports these distinctions: in Mi-
crosoft’s agriculture study, fine-tuning improved
question-answer accuracy by roughly six percent-
age points, while augmenting the same model with
RAG produced an additional five-point gain, show-
ing that retrieval complements internal adaptation
rather than replacing it (Kumar et al., 2024b).

6.2 Adaptability and Cost Efficiency

Fine-tuning demands curated data, GPU com-
pute, and per-domain checkpoints, making main-
tenance costly for organizations managing multi-
ple or rapidly changing domains. RAG decouples
knowledge from parameters: refreshing the docu-
ment store or re-embedding new material imme-
diately updates model behavior without retraining.
This design yields superior scalability for dynamic,
data-rich environments such as finance, health-
care, and enterprise analytics (Sharma et al., 2024;
Al-Qudah et al., 2025a). A comparative chatbot

evaluation by Kumar et al. (2024a) confirmed this
distinction—RAG (implemented with LangChain
and LLaMA-3) achieved deployment within hours
and matched a fine-tuned DistilBERT baseline in
semantic accuracy while consuming markedly less
compute.

6.3 Faithfulness and Interpretability
Fine-tuned models generate from internal represen-
tations and provide no direct trace to supporting
evidence, which complicates verification. RAG,
by contrast, grounds its outputs in retrieved doc-
uments, enabling explicit citation and auditability
(Gao et al., 2023). Both Microsoft’s and Kumar et
al.’s experiments observed lower hallucination rates
and higher factual alignment for RAG pipelines,
though retrieval drift, returning semantically simi-
lar but irrelevant passages, remains a key source of
error (Kumar et al., 2024b,a).

6.4 Complementary Use and Emerging
Hybrids

Recent work emphasizes that RAG and fine-
tuning are complementary rather than competing
paradigms. Fine-tuning internalizes stable proce-
dural or stylistic expertise, while RAG provides dy-
namic factual grounding. Hybrid systems, such as
LoRA- or QLoRA-based models augmented with
retrieval, achieve the best of both worlds. In the
Microsoft pipeline, combining LoRA fine-tuning
with retrieval improved geographically localized
reasoning, raising answer similarity from 47 % to
72 % (Kumar et al., 2024b). Similarly, domain-
specific chatbots combining fine-tuned transform-
ers with RAG produced higher BERTScore pre-
cision and Flesch–Kincaid readability than either
method alone (Kumar et al., 2024a). Together,
these findings reinforce a unifying view: fine-
tuning internalizes stable expertise, whereas RAG
externalizes and continually refreshes it—forming
a cohesive framework for scalable, verifiable, and
knowledge-adaptive generation.

7 Limitations

Although RAG architectures substantially improve
factual grounding, they also introduce several in-
herent limitations. A central issue is the system’s
dependence on retriever quality: the generation is
constrained by the documents surfaced at retrieval
time. If the retriever yields semantically similar but
topically irrelevant passages, the resulting answer
reflects a “garbage in, garbage out” failure mode.



Dense embeddings are especially prone to this mis-
match, high cosine similarity does not guarantee
true relevance, allowing off-topic or low-quality
evidence to shape downstream reasoning. Further-
more, if the underlying corpus contains outdated
or biased material, those flaws propagate into the
model’s outputs, amplifying misinformation risks
(Ouyang et al., 2025).

RAG systems also impose architectural and op-
erational complexity. Incorporating an external
retrieval call adds latency, as every query must
pass through embedding computation and vector-
index lookup before generation begins. This over-
head complicates interactive, real-time applications
and introduces new systems-engineering burdens.
Maintaining a large vector database requires contin-
uous ingestion and re-embedding of updated con-
tent, with substantial storage and compute costs.
Modern similarity-search infrastructure such as
FAISS (Johnson et al., 2019) enables scalable in-
dexing, but keeping embeddings fresh and ensuring
high recall at scale remains non-trivial.

Despite grounding in retrieved documents, RAG
models still hallucinate. When relevant evidence is
absent or incomplete, the generator may fill gaps
using parametric memory, producing statements
that appear justified but lack explicit support. Even
when citations are provided, attribution is imper-
fect: models frequently attach plausible sources
that do not verify the specific claims being made.
Prior work shows that hallucinations can persist
even when retrieval is correct, since the generator
may loosely paraphrase or misattribute content (Ji
et al., 2023). This creates a false sense of reliabil-
ity; the presence of retrieved text can mask the fact
that parts of the answer remain fabricated.

Privacy and personalization further complicate
deployment. Applying RAG over proprietary or
user-specific data introduces risks, since indexing
sensitive material expands the system’s attack sur-
face. Private facts encoded in the vector store may
leak through generation, and current RAG pipelines
lack built-in mechanisms for isolating user data or
enforcing deletion guarantees (Carlini et al., 2021).
While personalization promises tailored retrieval
augmented with user context, it remains challeng-
ing to incorporate such information safely. Prior
work shows that retrieval models can inadvertently
expose memorized content or recombine private
details unless strong safeguards are applied.

8 Challenges and Open Problems

Before exploring specific failure modes in RAG
systems, it is useful to contextualize where the
community perceives the biggest production bot-
tlenecks. Figure 1 shows results from the 2024
LangChain State of AI Agents report, highlighting
that performance quality remains the dominant lim-
itation (reported by 41% of respondents), followed
by cost, safety, and latency concerns (LangChain,
2024). This trend underscores that improving re-
trieval relevance and grounding quality is an urgent
research priority for real-world RAG deployment.

Figure 1: Reported limitations in deploying multi-agent
and RAG systems at scale. Data from the LangChain
State of AI Agents (2024) survey.

8.1 Retrieval Drift and Ranking Bias
A pervasive challenge is retrieval drift, where the
system retrieves passages that share lexical or se-
mantic features with the query but do not align
with the user’s actual intent. As a result, the
model may produce an answer that is technically
grounded yet contextually irrelevant, giving an il-
lusion of correctness while missing the true tar-
get. Dense indexes are particularly susceptible:
near-duplicate or loosely related documents often
dominate the top-k results, crowding out the gen-
uinely relevant content. Ranking mechanisms also
introduce bias—longer documents, more keyword-
dense pages, or well-linked sources may be sys-
tematically prioritized regardless of task relevance
(Kim et al., 2024). This bias can cause the model
to repeatedly draw from a skewed subset of the
corpus, reinforcing retrieval drift.

Mitigation strategies include two-stage retrieval
with learned re-ranking models (Nogueira and Cho,
2019), diversification techniques such as maxi-
mal marginal relevance (Carbonell and Goldstein,
1998), and dynamic query reformulation via agen-



tic or self-reflective prompting (Gao et al., 2022;
Yao et al., 2023). However, robustly correcting drift
remains unresolved: it requires feedback loops that
continuously diagnose retrieval errors and refine
search queries in real time.

8.2 Latency and Scalability
RAG’s dual process (retrieve-then-generate) in-
herently incurs extra latency compared to a stan-
dard LLM response. For each user query, the sys-
tem must perform embedding computations and
database lookups before even beginning to generate
text. This search time can be substantial, especially
against a large corpus or when using complex rank-
ing and filtering (Khattab and Zaharia, 2020). Fur-
thermore, the generation step itself becomes slower
as more context is fed into the model; long retrieved
documents consume the model’s context window
and computation, increasing response delay. Thus,
there is a fundamental trade-off between answer
quality and speed; incorporating more knowledge
makes answers better but slower.

Scalability is another challenge. As the knowl-
edge corpus grows to millions of documents or
more, naive retrieval approaches may not meet real-
time requirements. Indexing and memory footprint
grow with the corpus, and querying a massive in-
dex can bottleneck. Techniques like approximate
nearest-neighbor search and sharding of the vector
index are used to keep retrieval time manageable,
but they may sacrifice some recall when tuning
for speed (Johnson et al., 2019). For applications
serving many users or handling streaming data,
maintaining low latency while continuously ingest-
ing new information is an open problem. Potential
solutions involve caching frequent queries, using
smaller specialized indexes for different topics, or
predicting when to skip retrieval for easy ques-
tions. Research is ongoing into adaptive retrieval
strategies that decide how many documents to re-
trieve, or whether to retrieve at all, based on query
complexity and required precision. Achieving a
scalable RAG that feels instantaneous to users is
still a frontier in system optimization.

8.3 Faithfulness and Attribution
A core promise of RAG is that responses will be
grounded in the retrieved evidence. However, en-
suring that the generation faithfully uses that ev-
idence is far from solved. RAG models can and
do hallucinate, inserting details or assertions not
supported by any retrieved document, especially if

the retrieval was imperfect or the query requires
synthesis (Ji et al., 2023). Even when the model
includes citations or quotes, the correspondence be-
tween those references and the claims made can be
shaky. Studies highlight that citation correctness is
not the only concern; faithfulness is often lacking,
meaning the model may produce an answer from
parametric memory and then attach a plausible-
looking source. In practice, an attributed answer
might cite a document that covers the general topic
but not the specific fact in the answer.

This issue is closely tied to hallucination in gen-
eration. RAG reduces hallucinations compared to
unguided LLMs but does not eliminate them; if
the retrieval misses relevant detail, the model may
fill the gap with guesses. It may also combine
pieces of information from different documents in
a way that no single source asserts, which makes
verification difficult (Ji et al., 2023). Addressing
faithfulness will likely require stronger guidance
from retrieved text, sentence-level verification or
post-hoc checking, and prompting strategies that
force explicit source-claim alignment (Asai et al.,
2023).

8.4 Privacy and Personalization
As RAG systems move from public data toward per-
sonal or enterprise applications, privacy becomes a
central concern. An open problem is how to give
users personalized, context-aware answers without
compromising sensitive data. A naive approach
to personalization might index all of a user’s doc-
uments or chat history into the retriever. While
this would allow highly tailored answers, it intro-
duces risks: private information becomes part of
the model’s search space and may be exposed inad-
vertently. Even with access control, the model can
leak private details in its output because it treats
them as general knowledge (Carlini et al., 2021).

Balancing user-adaptive retrieval with data pri-
vacy means the system must incorporate personal
data in a secure, consented, and isolated way. One
challenge is data isolation in multi-user settings;
the retriever should not cross-contaminate data be-
tween users. Each user’s context might need a
separate index or strict per-user permissions, which
adds complexity. Compliance with privacy regula-
tions also matters, including deletion propagation
so that removed documents no longer appear in
future answers. Future RAG systems will likely
employ on-device or federated retrieval, where per-
sonal data never leaves a secure device or enclave,



and only non-sensitive embeddings or results are
shared (Mao et al., 2025). Differential privacy and
encryption can limit leakage when aggregated sig-
nals are used to improve ranking.

9 Future Directions

RAG research is increasingly moving beyond static,
one-shot retrieval toward systems that are adaptive,
interpretable, and tightly integrated with external
tools. We highlight several emerging directions
likely to shape the next generation of knowledge-
augmented LLMs.

9.1 Structured and Auditable Retrieval via
MCP

The Model Context Protocol (MCP) offers a
promising foundation for standardized and au-
ditable retrieval. By exposing retrieval as typed,
tool-mediated actions rather than an implicit inter-
nal step, MCP enables clearer provenance, debug-
gability, and integration with diverse data sources.
This direction aligns with growing interest in tool-
augmented LLMs (Schick et al., 2023) and sug-
gests that future RAG systems may rely on unified
APIs for querying, filtering, and validating exter-
nal knowledge, which in turn supports more inter-
pretable and reproducible retrieval traces. Recent
work on RAG-MCP (Gan and Sun, 2025) demon-
strates the practical value of this approach. By treat-
ing tool selection itself as a retrieval problem, RAG-
MCP achieves 43.13 percent accuracy compared to
18.20 percent for direct matching and 13.62 percent
for a blank baseline, while also reducing average
prompt length by over one-third. These results
highlight how MCP combined with retrieval can
substantially improve tool choice and efficiency in
multi-tool environments.

9.2 Self-Improving and Continual RAG
Current RAG systems do not leverage the rich feed-
back signals produced during real use. A key direc-
tion is self-improving RAG, where user corrections,
follow-up queries, and implicit satisfaction signals
guide online refinement of both retriever ranking
and generation behavior (Ouyang et al., 2022). It-
erative retrieval-and-verification loops (Asai et al.,
2023; Yao et al., 2023) already reduce hallucina-
tion by keeping evidence checking “in the loop.”
Extending these ideas to continual learning—while
maintaining stability and respecting privacy con-
straints—remains an open problem, especially in
settings involving personal or enterprise data.

9.3 Adaptive Retrieval and Dynamic Indexing
Retrieval in most RAG systems remains fixed
across queries, even though difficulty and uncer-
tainty vary widely. Adaptive retrieval aims to adjust
similarity thresholds, depth, and document budgets
based on model confidence or early reasoning sig-
nals. Techniques such as Hypothetical Document
Embedding (HyDE) (Gao et al., 2022) illustrate
how pseudo-answer generation can better align se-
mantic search with user intent. HyDE can signif-
icantly improve accuracy by outperforming tradi-
tional sparse and dense retrieval methods, espe-
cially in zero-shot settings where no fine-tuning is
possible. Complementarily, dynamic index mainte-
nance, continuous deduplication, freshness scoring,
and re-embedding is essential for preventing drift
and staleness in large, evolving corpora. These
challenges straddle both retrieval algorithms and
systems, raising questions about cost-aware refresh
policies and scalable update pipelines.

Outlook. Collectively, these directions point to-
ward RAG architectures that are adaptive, verifi-
able, and increasingly tool-integrated. Rather than
relying on static retrieval pipelines, future systems
will leverage refreshed retrieval infrastructure to
deliver more reliable and interpretable knowledge
grounding.

10 Conclusion

RAG redefines the boundary between retrieval
and generation by turning knowledge access into
an adaptive reasoning process. Through our uni-
fied analysis of architecture, evaluation, and ap-
plication, we highlight how faithfulness and effi-
ciency metrics can serve as optimization levers for
building reliable knowledge-aware AI. Moving for-
ward, advancing RAG requires integrating multi-
agent collaboration, standardized tool protocols,
and privacy-preserving retrieval. These directions
will push conversational AI from passive recall to-
ward verifiable, self-improving reasoning systems
that align accuracy with accountability.
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